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ESET Server Security: Threat alert - Message (Plain Text)

File Message Help ESET Acrobat & Tell me what you want to do
s 5 9 B | £ [o|r | 2| N 55|Q
& Reply an (oo~ .
T | =  ESETServer Security: Threat alert - Message (Plain Text) ca} jo s Delete Archive = Repty = Quick Move = Tags | Editing | Read @ Translate = Zoom
e — Forward Oy ~ Steps ~ = & = Aloud -
File Message Help ESET Acrobat @ Tell me what you want to do Delete Respond Quick 5t.. Speech | Language | Zoom |
R 5
TS m E :_') e E & K e R A':':' ESET Server Security: Threat alert
Q- Delete Archive > Reply Al ) Quick Mave Tags | Editing Read T e
—» Forward L~ | Steps~ - - - Aloud e .
Delete Respond Quick... & Speech | La 2023-02-20
ESET Server Secu rll'}" Threat alert 2/20/2023 17:57:33 PM - Module Real-time file system protection - Threat Alert triggered on computer
’ \Device\HarddiskVolume6328\e035d672-a845-473d-8164-01548649d74b\Full\Program Files\RDP
e <—) Wrapper\rdpwrap.dil contains a variant of Wins4/RDPWrap.B potentially unsafe application.
2023-02-11 11:15:41 - Module Command line scanner - Threat Alert triggered on computer
C:\Windows\System32\WindowsPowershell\v1.0\powershell.exe contains

PowerShell/RiskWare.RemoteShell.E application.
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Pirmieji zingsniai



Pasirinkimas

* Nereikia pirkti

* Galima naudotis iSkart*

* Naudojasi ne viena institucija
* Veikia su daugeliu jrenginiy
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Remote desktop gateway

M Azure MFA
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Office 365 + MFA

Enable Security defaults

.
M f Security defaults is a set of basic identity security mechanisms

recommendations will be automatically enforced in your

nistrators and users will be better protected

organization. A

from common identity related attacks

Turn on
multi-factor
authentication
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e Studsoft (Online application)

e VDA (Virtual desktop infrastructure)
* Exchange OWA

* VPN web

* VPN

 Remote desktop gateway

* 0365

* Azure administrator panel
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audotojy prisijungimai
New risky sign-ins detected @ Sign-in risk type = Real-time Sign-in risk level = All
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Naudotojy kiekiai

Registration Usage

Users capable of passwordless
authentication

88 of 10679 total

Users capable of Azure multifactor
authentication

7976 of 10679 total

Y isn't

Users registered by authentication method

Method: All % Reset filters
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Mokbile -
Software token

Office phone
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-service

password
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Recent registrations by authentication method

Date range: Last 7 days Method: All < Reset filters
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MuUsy klaidos

* Reikéjo nelaukti, o iSkart jjungti

e Palauk néra, reikia Cia ir dabar

* IS anksto, tik tie kuriuos privertéme
* Reikia video arba gyvos instrukcijos

 Turime nemazai blokuojamy paskyry

Microsoft pakeitimai*
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Uzsienis sheka

Lithuania: Students stop university from Press
using only proprietary authentication Press Room

Latest News

on: 2023-04-18 Free Software Basics

Vilnius Tech officials attempted to enforce the use of proprietary two

Become a supporter
factor identification (2FA) methods. Some students were concerned the
methods would compromise privacy and could not be run in their de- About the FSFE
vices, and proposed an alternative way to get the authentication. Finally, Free Software Foundation Europe is a char-
the university reversed its decision. ity that empowers users to control

technology.
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Hakeriai nemiega

New EvilProxy service lets all hackers use advanced phishing
tactics

By Bill Toulas September 5, 2022 01:44 PM 0

A reverse-proxy Phishing-as-a-Service (PaaS) platform called EvilProxy has emerged, promising to steal
authentication tokens to bypass multi-factor authentication (MFA) on Apple, Google, Facebook,
Microsoft, Twitter, GitHub, GoDaddy, and even PyPI.

The service enables low-skill threat actors who don't know how to set up reverse proxies to steal online
accounts that are otherwise well-protected.

Reverse proxies are servers that sit between the targeted victim and a legitimate authentication endpoint,
such as a company's login form. When the victim connects to a phishing page, the reverse proxy displays
the legitimate login form, forwards requests, and returns responses from the company's website.

When the victim enters their credentials and MFA to the phishing page, they are forwarded to the actual

nlatfarm's cerver whare tha ncer ic lnogoed in and a ceccian rankis ic retinrnad
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Planuojami darbai -

e Lokali, tik mums skirta 2FA

* Serveriams
* Didelés svarbos prisijungimams

* SSO
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Aciu kad klausétes.
Klausimai?



